SOITRON SECURITY SENSOR

DISCOVER SECURITY RISKS
IN YOUR NETWORK

Do not be intimidated by potential security threats to your
company'’s network. Soitron Security Sensor is our security
solution designed to analyze your network traffic as well as
the transferred content and warn you of any potential risks

in your network.

BENEFITS

4~ COMPREHENSIVE ANALYSIS
We offer you a set of simultaneous
comprehensive analyses of your
network traffic and content using
a number of tools.

THREAT OVERVIEW

Get an overview of the current
threats in your business environment
and the weak spots in your security.

TECHNOLOGY

BEHAVIORIAL NETWORK
ANALYSIS

Flowmon - security centered com-
puter network based on data flow
(NetFlow/IPFIX).

Cisco Stealthwatch - security cen-
tered computer network based on
data flow.

E SAVING YOUR TIME
The analysis rollout and implemen-
tation will be taken care of by our
security experts. We will save you
time that you would otherwise
have to spend communicating
with individual vendors.

COMPREHENSIVE SERVICE

We will take care of everything

for you - from delivery, installation
and configuration of the necessary
hardware, to system administration
during the analytical phase, to elabo-
ration of the final overview report.

&

NEXT-GEN IPS

Cisco Firepower - a new generation
of Cisco’s IPS and Firewalls with
advanced features (AVC, AMP). It
monitors network intrusion or file
threat attempts and presents them
to you in an easy to read overview.
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€3 EASYTO READ REPORT

The outcome of the analysis is a clear
graphical report that you can use to
prioritize your security investments
for maximum impact.

CONSULTANCY

Based on our expertise and know-
how, we will help you to evaluate

the results of the report and advice
you on which technologies are right
for you and what should be your next
steps.

SANDBOXING

Forti Sandboxing - a two-tier sand-
box, complete with a state-of-the-art
malware protection solution and an
optional integrated FortiGuard threat
reporting.
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WHAT TO EXPECT?

Here is what you can expect from a 4-week testing by Soitron Security Sensor:
PREPARATION

Initial stakeholder discussion is needed at the beginning to jointly agree on the details
of the audit. You will learn more about Soitron Security Sensor. In case of your interest

we have some sample reports to show you. If none of the technologies offered in their
current form were of interest to you, we can adapt the sensor to your particular needs

and extend it with some additional technologies. No worries - before we start, we sign
NDA (Non-Disclosure Agreement), your company data remains safe.

WEEK 1

e The deployed solution in the basic configuration does not interfere with the operation,
i.e. it does not have any negative impact on your production environment.

® Collection of input data from your internal infrastructure.

® |Installation, licensing and setup of virtual machines.

e Physical placing of the Sensor in your business premises.

WEEK 2 AND 3

Data collection and a continuous fine tuning of settings by our expert team.

WEEK 4

e Drafting and presentation of the final report.

e Discussion about the findings and our recommendations, and possibly an online
deep-dive into the acquire data.

e Dismantling.
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SOITRON, s.r.0o., member of SOITRON Group

Soitron is a Central European integrator operating in the IT market since 1991. The company’s philosophy is to constantly move forward, and
that is why it is a leader in implementing unique technologies and innovative solutions. It offers its clients products and services in the field of
robotization and process automation, artificial intelligence, the Internet of Things (IoT), IT infrastructure, communication and cloud solutions, IT
security, IT services and outsourcing, IT advisory and applications, and IT department digitalization. Its product portfolio includes smart police
car solutions — Mosy and cyber security services — Void Security Operations Center. Soitron, s.r.o. is a part of the Soitron Group and employs
more than 800 international experts. The group brings together professional teams in Slovakia, the Czech Republic, Romania, Turkey, Bulgaria,
Poland, and the UK.
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