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AGENDA

* Prezentacia SD WAN 30 minut U
» Ukazky 50 minat
* Otazkya zhrnutie 10 minat

* Mikrofony su pocas prezentacie vypnuté (Mute) e
/

« Otazkymozete pisat v priebehu prezentacie do Q&A o

* Na zaver bude diskusia k pripadnym otazkam
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Uvod k SD WAN




PrecoSD WAN?

« Sme pripravenina dlglta"ZéCIU’P

. Kiagové Plliere datovej komunikacie
* Segmentacia & Bezpecnost
* Performance
* Vizibilita
*  Komplexnost zmien
* Troubleshooting
* Lifecycle

. akofungovali wansiete doteraz?
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Konektivita medzi pobockou a centralou (DC) bola prioritna

Bezpecénostny
. . perimetersiete
ApplICatIOnS

na Microsoft
6 Office

SAP

WAN

Centrala (DC)
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Dnes sa ale komunikacné toky menia...
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Load balancing dat v SD WAN sieti
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Zabezpecenie optimalneho prenosu kritickej aplikacie

SD WAN routre automaticky n n Definujeme SLA pre zvolenu aplikaciu:
monitorujd transportné linky Cﬁ) n n Latency < 150
Loss <2%

Jitter < 10ms

INTERNET

200ms latency | 2% loss | 10ms jitter

ng

10ms latency | 1% loss | 5ms jitter

w

~____-Z v_____,/

Path 1: 200ms latency, 2% loss, 10ms jitter
Path 2: 10ms latency, 1% loss, 5 ms jitter IPSec
Path 3: 150ms latency, 3% loss, 10ms jitter @

SD WAN edge
router
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Poskytovatelia SD WAN rieseni

» V oblastiSD WAN ponuka v sucasnosti svoje produkty
a rieSenia cez 60 poskytovatelov.

* Preco prave Cisco a Fortinet?

SOITRON"

Podla spolocnosti Gartner obe spolo¢nosti
patria k lidrom na tomto trhu.

Produkty a rieSenia spolocnosti Cisco a Fortinet
su stcastou produktového portfolia spolocnosti
Soitron a v sicasnostiich poznaju a pouzivaju
vo svojich sietach aj nasSi zakaznici.
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@ Teldat

Citrix
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@ Fortinet

o Versa Networks
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As of September 2020 © Gartner, Inc
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Predstavenie
architektur rieseni
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Cisco
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ArchitektiraSD WAN siete

Orchestration Plane

O,

vBond

vManage

vSmart Controllers

@ﬁﬂ

vEdge Routers

Management Plane

Control Plane

Data Plane
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Data Center Campus Branch
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ArchitektiraSD WAN siete
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CONTROL Plane

vSmart

DATA Plane

IPSec

vEdge

vEdge

Secure Control Channel (TLS/DTLS)

omMmpP

Netconf

389

@SECURE

CCONTROL PLANE

CcLouD

Routes, policy, keys
Config, stats, SNMP

S50

N
SECURE

CONTROL PLANE

AN



Oddelenie prenosu pouzivatel'skych sieti

SD-WAN VPN 1
IPSec VPN 2 (
Tunnel VPN 3

Full-Mesh Hub-and-Spoke Partial Mesh
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Oddelenie prenosu pouzivatel'skych sieti
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Fortinet
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Fortinet SD WAN

* Fortinet - zameranie na Security
* Fortinet SDWAN edge = HW Firewall
* Spojenie NGFW a SDWAN konceptu

* Konvergencia Networkingu a Security v jednej platforme

Figure 1. Magic Quadrant for Network Firewalls

PLATFORM Figure 1. Magic Quadrant for WAN Edge Infrastructure s
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Architecture solution- Fortinet

management plane
FortiDeploy FortiManager FortiAnalyzer
A
Zero Touch Orchestrate
& &
Provision Automate
&
Monitor

a°!

oo

-
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Cloud connectors

control plane + data plane

G

Advanced Routing SD-WAN NGFW VPN SSLI"EEE‘.E;EEE
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FortiGate ‘[ Virtual/Cloud FortiGate }\, " |
_- L\\M : - %
N\L'
—
*
SOITRON

Cloud On Ramp

Spolo¢ny Control & Data plane: Fortigate

Orchestracia: FortiManager

SN

Provision : FortiDeploy

Analytika: FortiAnalyzer




Podporované topologie

Mozna datova komunikacia v SDWAN cez:
* Underlay - Fyzické rozhranie

*  Overlay - IPSec Tunel

transport2

SOITRON"

Overlay siete:
Mesh

Hub & Spoke

Mix (VPN shortcuts)




Viastnosti -
sumarizacia
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VlastnostirieSeni Cisco/ Fortinet pre SD WAN

I N

Orchestration: vBond

Architecture Management: Vmanags Orchestration: Fort.lManager
i Management: FortiManager
components SRl VSIE Data&Control: FortiGate
Data: vEdge ’
Edge Type Routing platform NGFW platform
Hubl\;l&essp;]oke Hub&Spoke
WAN Topology . Mesh
Mixed Mixed
Per-VPN topology
Segmentacia Ano (VPN) Ano (VDOM,VRF)
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Porovnanie Cisco/ Fortinet SD WAN

I N N

Dual A/A SD-WAN Ano - single box & dual box Ano - single box & dual box
Direct internet access
*s app visibility

WAN optimization A e opt|m|,zat|on, FEC Ano TCP optimization, FEC
waas za priplatok

Ano Ano

ViSibiIity vManage FortiAnalyzer
Typy rozhrani Ethernet, Wifi, LTE, xDSL Ethernet, Wifi, LTE, xDSL
Modely nasadenie On prem & cloud On prem & cloud
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Porovnanie Cisco/ FortinetSD WAN

I N

Virtual platforms
& Ano Ano

Cloud integration
Zero touch provisioning Ano Ano

Advanced routing

Ano Ano
Protocols - BGP, OSPF
AAR (application aware fno Ao
routing) connectivity SLA
Integrovatelna Security FW, DNS/URL, AMP, IPS FW, DNS/URL, AMP, IPS
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Bezpecnost
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Moznosti zabezpeceniaSD WAN sieti

SOITRON®

Enterprise Firewall
Layer 3 to 7 apps classified

Intrusion Protection System
Most widely deployed IPS engine in the world

URL-Filtering

Web reputation score using 82+ web categories

Adv. Malware Protection
With File Reputation and Sandboxing (TG)

Secure Internet Gateway
DNS Security/Cloud FW with Cisco Umbrella

SSL Proxy

Detect Threats in Encrypted Traffic




SD WAN a bezpecnost

SOITRON"

WAN Edge konsolidacia

BR
NGFW -6;

SD WAN

Security Services

O

FortiGuard FortiSandbox
Labs

Security
Rating
Service

o}

SSL
Inspection

Content
Filter

Next Generation Firewall funkcionality

Anti-Botnet

App
Control

Reputation  Antivirus

AN



http://help.fortinet.com/fclient/olh/6-0-3/Content/Document/100_Intro/0000_Introduction.htm

Produktova
cast
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Produktové portfélio Cisco

SOITRON"

I V Catalyst B00OV
SD"WAN | as i 7 . ] m’] m @ H‘ypervnsor/CIoud

+ Catalyst 8300 Catalyst 8500 Catalyst 8000V

Services = : N .

Ao
ISR 4000 CSR 1000V

SD-WAN N - -

(Viptela OS)

ISR 1100-4G/6G/LTE vEdge 2000 vEdge 5000 vEdge Cloud

Virtualization

ENCS 5000 CSP 5000




Licencovanie

Platform

250 500 1 2.5 5 10

License type Mbps Gbps Gbps Gbps Gbps

Mbps

ISR ISR 4221

4000

ISR 4321

ISR 4331

ISR 4351

ISR 4431

ISR 4451

ISR 4461

Cisco DNA Premier
Cisco DNA Advantage
Cisco DNA Essentials
Cisco DNA Premier
Cisco DNA Advantage
Cisco DNA Essentials
Cisco DNA Premier
Cisco DNA Advantage
Cisco DNA Essentials
Cisco DNA Premier
Cisco DNA Advantage
Cisco DNA Essentials
Cisco DNA Premier
Cisco DNA Advantage
Cisco DNA Essentials
Cisco DNA Premier
Cisco DNA Advantage
Cisco DNA Essentials
Cisco DNA Premier
Cisco DNA Advantage
Cisco DNA Essentials
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Portfolio Fortigate

150 Mbps
i1 FG- BOE Serles (TN warw
11 FGIFWF- 60E/60F Series -
o . £ FGIFWF- 40F Serios (T Bears SO WAN
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Licencovanie Fortinet- bundles

360 Enterprise Unified Threat Threat
Protection Protection Protection Protection

_ FortiCare ASE? 24T 247 247

 FortiGuard App Control Semce . . . .

FomGuard IPS Service . . .

 FortiGuard Advanced Malware Protection #\MP] Antmrus ‘Mobile Malware . . .
Botnet, CDR, Virus Outbreak Prolechun and Fu‘hSandhm: Cluud Senrlce

 FortiGuard Web Flltenng Semce . . .

FomGuard An!l_spf_qn Sen.-loe . . .

FomGuard Secumy Halmg Senrlce e e
FomGuard Industrial Senrlce . .

FortiGuard loT Detection Sen.'lce 2 . .

CForiComverterSevice e e

" IPAM Cloud .

SD-WAN Orchestrator Entltlemen’r2 .

SD-WAN Cloud Assmted Momlorlng .

SD-WAN Overlay GontmllervPN Servlce .

FutlAnaI]rzer Cloud e
__fﬂ?!_':’!?!'_f_‘ﬂ?_r__‘?!‘_"_'_‘ﬂ______________ e
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Anketa







Zaver
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Zhrnutie

Co nam SDWAN prinasa...
Ktora je ta prava..
Priprava...

PoC...

A Go dalej v SDx?




SD LAN
3. webinar * Powered by Cisco DNAC
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SDDC
4. webinar * Powered by Cisco ACI







SOITRON
CESKOSLOVENSKO

Kontakty




Praha Bratislava e-mail: marketing@soitron.com

web: www.soitron.com

Soitron s.r.o. Soitron, s.r.o.
Pekarska 621/7 Plynarenska 5

15500 Praha5 829 75 Bratislava 25
tel.: +420 266199918 tel.: +421 258224111

Martin Caprnka
Senior Presales Manager
Martin.Caprnka@soitron.com

Peter Benko
Senior Presales Manager
Peter.Benko@soitron.com
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