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HOW DO YOU LOG?
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SIEM? • How do you log?

• Security information and event 
management

• Event and log collection

• Archive

• Layered Centric Views

• Normalization

• Like really FAST search on big data

• Reporting

• Compliance

• Correlation of events – context

• Scalable

• SIEM is NOT monitoring platform or is it?
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IBM QRADAR

• History – Q1 Labs 2011, engine

• Now – IBM, X-Force, cloud

• Future – Watson, X-Force, home, 
CLOUD

• Integration, API, X-Force APP 
Exchange

• Requirements, maintenance, people

• It’s alive!
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X-FORCE?
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http://ibm.co/2nolbiJ



X-FORCE FOR FREE IN 7.2.8+
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http://ibm.co/2nolbiJ

How do I enable X-Force Threat Intelligence in QRadar 7.2.8?

In QRadar 7.2.8, X-Force Threat Intelligence feed no longer needs to be purchased 

as a separate subscription in 7.2.8. It is included with the standard license as part of 

Service & Support. Administrators who previous did not have IP and URL reputation 

data licensed and want to enable X-Force Threat Intelligence feeds can now enable 

this feature from the System Settings screen of the Admin tab. Any users who do not 

upgrade to QRadar 7.2.8 remain on their existing subscription model until they 

upgrade.



IF X-FORCE WAS RUNNING THE IT DEPARTMENT
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IBM WATSON?
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http://ibm.co/2n7K001

IBM Security YT Channel http://bit.ly/1GaLAP4

IBM Watson YT Channel http://bit.ly/1lkJTpq



IBM WATSON?
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Buzzwords – machine learning, AI, big data

Watson is a question answering (QA) computing system that IBM built to apply advanced natural 

language processing, information retrieval, knowledge representation, automated reasoning, and machine 

learning technologies to the field of open domain question answering.

The key difference between QA technology and document search is that document search takes a 

keyword query and returns a list of documents, ranked in order of relevance to the query (often based on 

popularity and page ranking), while QA technology takes a question expressed in natural language, seeks 

to understand it in much greater detail, and returns a precise answer to the question.

According to IBM, "more than 100 different techniques are used to analyze natural language, identify 

sources, find and generate hypotheses, find and score evidence, and merge and rank hypotheses."

http://ibm.co/2n7K001



IBM X-FORCE EXCHANGE
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http://bit.ly/1P4mKtu

… Mostly for free

Few from IBM itself = supported

Extend features of QRadar

Provide Visualization and more



IBM UBA
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http://bit.ly/1P4mKtu



IBM INCIDENT OVERVIEW
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http://ibm.co/2nKrhuB



QRADAR HOW IT WORKS?
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Magnitude



QRADAR HOW IT WORKS?

15



QRADAR INPUTS

• Assets

• what, why, how to

• LogSources / FlowSources

• Syslog/NetFlow, Formats, ways to import data to SIEM

• API

• DSM – parsers and Manual parsing rules, semi-automatic with GUI DSM Editor

• Agent or Agentless, that’s it’s the question

• WinCollect, WMI, other

• Licence model

• Limits, buffer for overcommit
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QRADAR ASSETS
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QRADAR SYSLOG EVENT HOW IT LOOK LIKE
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QRADAR EVENT COLLECTING

WinCollect

WMI

Windows WEF

Linux syslogd

other



QRADAR SYSLOGSOURCES
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QRADAR FLOWSOURCES FORMATS
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QRADAR API – HTTPS://<CONSOLE IP>/RESTAPI

Integration

Data transfers and sync

Security tokens
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QRADAR DSM PARSERS http://ibm.co/2ng5qtH
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QRADAR HOW IT WORKS INTERNALLY?



QRADAR WRITE YOUR OWN RULES 1/4
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QRADAR WRITE YOUR OWN RULES 2/4
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QRADAR WRITE YOUR OWN RULES 3/4
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OUTPUT



QRADAR WRITE YOUR OWN RULES 4/4
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QRADAR OUTPUTS

• Offense

• Alert

• Action

• Report

• Forward

• Add to reference set
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QRADAR OFFENSE
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