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dovernost informacii:

Tato prezentadcia je urcend vyhradne pre navstevnikov semindru
SOITRON DEFENSE 2017 (23. marca 2017, Zochova chata)

Ako taka nesmie byt poskytovand tretim stranam a to ani ako celok, ani Ziadna jej ¢ast. Mimo ucel, na ktory je
urcend nesmie byt rozmnoZovand a/alebo zasieland mechanickou, fotochemickou alebo elektronickou cestou.
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Vulnerability disclosures growih by year
1996 through 2015
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Sampling of security incidents by attack type, time and impact, 2013 through 2015

Size of circle estimates relative impact of incident in terms of cost to business, based on publicly disclosed information regarding leaked records and financial losses.
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Sampling of security incidents by attack type, time and impact, 2013 through 2015
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KASPERSKY 2
RANSOMWARE DECRYPTOR

Are you a fansomware vehm? The Nabonal High Tech Come Linid (NHTCLU) of the Matherands® polte, the Metherands' Natonal Proseculors Office and

decrypt all fikes for Convaull and Bitcryptor vwchims. For more information please see this how-to qgande
Wia are conssdenng this case as losad The ransomware authors are arrested and all exishing keys have baen added (o our datlabase

Cryp(CK has been decrypied. Kaspersky Lab developed a decryption tool which is now availabbe for downioadsng. How io know that you are Trojan
CrypDOCK waibim: in case of an infachon your fles axtensions will ba changed according to the lamplate <onginal name= crypl. For more informabon please

se@ this how-ip guide

April 26, 2016 update: CrypDOLX has bean decrypled
October 28, 2015 update; ALL Comvaull and Bitcryplor keys (14k+) added to the dalabase
April 28, 2015 update: 13 decryplion keys addad io the dalabasa

!
— i —

Decrypt your files with our free tools:

Coanviaull decryption fosol

1_‘ rypd MOCX (et bit Ricn ool

zdroj: https://noransom.kaspersky.com/
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_Paﬁénts diverted to other hospitals after

Maryland hospital group h ransomware locks down key software
ransomware launched frorcrypto-extortion increasingly targets bigger victims; most stay silent about it.
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Hollywood Presbyterian Medical Center has shut down much of its network for the past week because of ransomware, causing
the diversion of some emergency patients to other hospitals, according to sources at the hospital.

zdroj: arstechnica.com



MalwareHunterTeam

ID Ransomware

ID Ransomware is a free website that helps victims identify what ransomware ID Ransomware
may have encrypted their files. The site is able to identify over 300+ SR B Y SR BEETRRN
ransomware families by specific filename extensions and patterns, ransom

note names, known hex patterns, email addresses, BitCoin addresses, and
more. If a ransomware is identified, ID Ransomware will give the victim a
distinct status on whether it is known to be decryptable or not, and will provide
a link to a credible source for more information.

K Ransom Note @ i Sample Encrypted File @




Which ransomwares are detected?
This service currently detects 339 different ransomwares. Here is a complete, dynamic list of what is currently detected:

777, 7ev3n, 7hor, 7zipper, Blocks, ACCDFISA v2.0, AdamlLocker, AES_KEY_GEN_ASSIST, AES-NI, Al-Namrood, Al-Mamrood 2.0, Alcatraz, Alfa, Alma Locker, Alpha, AMBA, AngryDuck,
Anubis, Apocalypse, Apocalypse (New Variant), ApocalypseVM, ASN1 Encoder, AutoLocky, AxCrypter, BadBlock, BadEncript, Bandarchor, BankAccountSummary, Bart, Bart v2.0,
BitCrypt, BitCrypt 2.0, BitCryptor, BitStak, Black Feather, Black Shades, Blocatto, Booyah, BrainCrypt, Brazilian Ransomware, BTCamant, Buchi, BuyUnlockCode, Cancer, Cerber,
Cerber 2.0, Cerber 3.0, Cerber 4.0 / 5.0, CerberTear, Chimera, CHIP, CockBlocker, Coin Locker, CoinVault, Comrade Circle, Coverton, Cripton, CrptXXX, Cryakl, CryFile, CryLocker,
CrypMic, CrypMic, Crypren, Crypt0, CryptOLOcker, Crypt38, CryptConsole, CryptFuck, Cryptinfinite, CryptoDefense, CryptoDevil, CryptoFinancial, CryptoFortress, CryptoHasYou,
CryptoHitman, Cryptojacky, Cryptojoker, CryptoLocker3, CryptoLockerEU, Cryptoluck, CryptoMix, CryptoMix Revenge, CryptON, Crypton, CryptorBit, CryptoRoger, CryptoShield,
CryptoShocker, CryptoTorLocker, CryptoWall 2.0, CryptoWall 3.0, CryptoWall 4.0, CryptoWire, CryptxXX, CryptXxX 2.0, Crypt¥XX 3.0, CryptXXX 4.0, CryPy, CrySi5, CTB-Faker, CTB-
Locker, Damage, Deadly, DEDCryptor, DeriaLock, Dharma (.dharma), Dharma (.wallet), Digisom, DirtyDecrypt, DMA Locker, DMA Locker 3.0, DMA Locker 4.0, DMALocker Imposter,
Domino, Done, DXXD, DynA-Crypt, ECLR Ransomware, Edgelocker, EduCrypt, El Polocker, EncrypTile, Encrypto))S, Encryptor Raas, Enigma, Enjey Crypter, EnkripsiPC, Erebus, Evil,
Exotic, Fabiansomware, Fadesoft, Fantom, FenixLocker, FindZip, FireCrypt, FLKR, Flyper, FSOciety, FuckSociety, FunFact, GC47, GhostCrypt, Globe, Globe3, Globelmposter,
Globelmposter 2.0, GOG, GoldenEye, Gomasom, GPCode, HadesLocker, Heimdall, HelpDCFile, Herbst, Hermes, Hermes 2.0, Hi Buddy!, HollyCrypt, HolyCrypt, Hucky, HydraCrypt,
IFN&43, iRansom, Ishtar, Jack.Pot, Jager, JapanLocker, Jigsaw, Jigsaw (Updated), JobCrypter, JuicyLemon, Kaenlupuf, Karma, Karmen, Kasiski, KawaiiLocker, KeRanger, KeyBTC,
KEYHolder, KillerLocker, KimcilWare, Kirk, Kolobo, Kostya, Kozy Jozy, Kraken, KratosCrypt, Krider, Kriptovor, KryptoLocker, L33TAF Locker, LambdaLocker, LeChiffre, Lock2017,
Lock93, Locked-In, LockLock, Locky, Lortok, LoveServer, LowLevel0d, Magic, Maktub Locker, Marlboro, Marsjoke, Matrix, MirCop, MireWare, Mischa, MNS CryptoLocker, Mobef,
MOTD, MRCR1, n1n1n1, NanoLocker, NCrypt, Negozl, Nemucod, Nemucod-7z, Netix, Nhtnweuf, NMoreira, NMoreira 2.0, Nuke, NullByte, ODCODC, OpenToYou, Ozozalocker,
PadCrypt, PayDay, PaySafeGen, PClock, PClock (Updated), Philadelphia, Pickles, Polski Ransomware, PopCarnTime, Potato, PowerLocky, PowerShell Locker, PowerWare,
PrincessLocker, PrincessLocker 2.0, Project34, Protected Ransomware, PyL33T, R980, RAA-SEP, Radamant, Radamant v2.1, RanRan, RansomCuck, RansomPlus, RarVault, Razy,
REKTLocker, RemindMe, RenLocker, Roga, Rokku, Reshalock, RotorCrypt, Roza, Russian EDAZ, Sage 2.0, SamSam, Sanction, Satan, Satana, SerbRansom, Serpent, ShellLocker,
Shigo, ShinoLocker, Shujin, Simple_Encoder, Smrss32, SMSLocker, Spora, Sport, 5Q_, Stampado, SuperCrypt, Surprise, SZFLocker, Team XRat, Telecrypt, TeslaCrypt 0.x, TeslaCrypt
2.x, TeslaCrypt 3.0, TeslaCrypt 4.0, TowerWeb, ToxCrypt, Trojan.Encoder.6491, Troldesh / Shade, TrueCrypter, TrumpLocker, UCCU, UmbreCrypt, UnblockUPC, Ungluk, Unknown
Crypted, Unknown Lock, Unknown XTBL, Unlock26, Unlock92, Unlock92 2.0, UserFilesLocker, USRO, Uyari, VBLocker, VaultCrypt, VenisRansomware, VenusLocker, VindowsLocker,
Vortex, VxLock, Wery, WildFire Locker, Winnix Cryptor, WinRarer, WonderCrypter, X Locker 5.0, XCrypt, Xorist, Xort, XRTN, XTP Locker 5.0, XYZWare, YouAreFucked, YouRansom,
zCrypt, Zekwacrypt, ZeroCrypt, ZimbraCryptor, ZinoCrypt, Zykion

zdroj: https://id-ransomware. malwarehunterteam.com,/
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Ransomware Attack Process
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Figure 14 |P Blocks by Country, December 2015—November 2016

Russia
343K | 352K

Germany
414K | 548K .
France iy
222K | 467K

Linited States

1351K | 2046K Japan
China
194K | 286K
903K | 760K |
Vietnam
990K | 1684K

Mexico
214K | 495K
Brazil India
252K | 587K 254K | 16862K

@ Dec 2015 @ Oct 2016




Figure 18 Comparison of Hailstorm and Snowshoe Spam Attacks

Source: Cisco Invastigate
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Advanced Malware Ransomware
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APT skupina znama jako Sofacy, APT28, Fancy Bear, Sednit ¢i Pawn Storm siri malware zvany

Komplex na Mac OS X. Tento trojsky kun se 3ifi phishingovou kampania zaméruje se na osoby
pusobiciv leteckém primyslu.

Malware pouZiva nékolik anti-analysis a sandbox technik, jedna z kampaniumeéla vyuzit chybu

MacKeeper antiviru ke svému sireni a velmi se podoba Carberpu. Dropper je instalovando
/tmp/content a jeho SHA256 hash je:

96a19a90caadl406b632a2046£3a39b53579fbf730aca2357f84bf23f2cbclfds.
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¥ Justin Schuh ¥ %+ Sledovat’

That's fair. Defender is the
only one | know of that hasn't broken Chrome's
security mechanisms. /CC

Caes@epus _
R Tavis Ormandy B
taviso
e r———— Srsly Avast? If you're gonna mitm chrome's
JON Qustnechun QAlan, mesere-amavenseant SSLat least get an intern to skim your X.509
parsing before shipping it.
B 4 explorer.exe 0.03 124 MB 30 MB 44 280 K 53.412K 243
i vmitoolsd.exe 0.07 28.2 KB 337 KB 7.808 K 15860K 285
B 5 AvastUlexe 0m 91 MB 1.2 MB 30,952 K 51 504K 395
| calc.exe 608 4,956 K 10464K 470
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' Avast Antivirus: X.509 Error Rendering Command Execution

| Project Member Reported by taviso@google.com, Sep 25 2015

Avast will render the commonMName of X.509% certificates into an HTMLLayout frame when your MITM proxy detects a bad signature.
Unbelievably, this means CHN="<hl>really?!?!?</hl>" actually works, and is pretty simple to convert into remocte code execution.

To verify this bug, I've attached a demo certificate for you. Please find attached key.pem, cert.pem and cert.der. Run this command
to serve it from a machine with openssl:

% sudo openssl s server -key key.pem -cert cert.pem -accept 443

Then visit that https server from a machine with Avast installed. Click the message that appears to demonstrate launching calec.exe.

Thanks, Tavis.

This bug is subject to a 90 day disclosure deadline. If 90 days elapse
without a broadly available patch, then the bug report will automatically
become wvisible to the public.
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Comment 1 by taviso@google.com, Dec 15 2015

I sent the angry email below to the wvendar:

Hells, I've just been looking at your antivirus product, and the first thing I noticed was you force install a Chrome extension
called "AVG Web TunelUp” with extension id chfdnecihphmhljaaejmgoiahnihplgn. I can see from our statistics it has nearly 9 million
active Chrome users.

Apologies for my harsh tone, but I'm really not thrilled about this trash being installed for Chrome users. The extension is so badly

broken that I'm not sure whether I should be reporting it to you as a vulnerability, or asking the extension abuse team to
investigate if it's a PuP.

Nevertheless, my concern is that your security software is disabling web security for 9 million Chrome users, apparently so that you
can hijack search settings and the new tab page.

There are multiple obvious attacks possible, for example, here is a triwvial universal xs33 in the "navigate™ API that can allow any
website to execute script in the context of any other domain. For example, attacker.com can read email from mail.google.com, or
corp.avyg.com, or whatever else. I hope the severity of thisz issue is clear to you, fixing it should be your highest priority.

<scripe>
for (i = 0; i < 256; i++) {
window.postMessage ({ origin: "web"™, action: "navigate™, data: (
url: "Javascript:deocument.location.hostname.endsWith('.avg.com")"
4 mopn
+ "alert (document.domain + ':' +document.cookie)"
4 Wz
+ "falge®™,
tabID: i
Y TEN)E
1
</zeripe>

This demo will just alert (document.cookie) if you have a tab open on avg.com, but you get the idea. That's not all, basically every

API I lock at is Just plain broken. For example, you're exposing browsing history to the internet via the "recently" api. This code
should tell vou all your recent navigations:

<scripr>
window.addEventlistener ("message”™, receiveMessage, false);
window.postMessage({ from: "web", to: "content™, method: "recently”™ }, "*")

zdroj: https://bugs.chromium.org/p/project-zera/issues/detail id=675& redir=1



Your computer files have been encrypted.




Your computer files have been encrypted. Your photos, videos, documents, etc....
But, don't worry! I have not deleted them, yet.

You have 24 hours to pay 150 USD in Bitcoins to get the decryption key.

Every hour files will be deleted. Increasing in amount every time.

After 72 hours all that are left will be deleted.

If you do not have bitcoins Google the website localbitcoins.

Purchase 150 American Dollars worth of Bitcoins or .4 BTC. The system will accept either one.

send to the Bitcoins address specified.

Within two minutes of receiving your payment your computer will receive the decryption key and return t
Try anything funny and the computer has several safety measures to delete your files.

As soon as the payment is received the crypted files will be returned to normal.

Thank you -

1 file will be deleted.

\iew encrypted files "'--f"

Please, send $150 worth of Bitcoin here:

N




B ¢ +* 4 = Re: order refund from soitron.com - Message (Plain Text)

FILE MESSAGE PDF Architect 4 Creator

ut 6. 9. 2016 16:21

sarah_aviles@85cbakerycafe.com

Re: order refund from soitron.com

Te Rajnoch, Maros

| Miessage | i invoice_3137256564.doc (205 KE)

I am attaching the invoice you asked me an the phone.

I am looking forward to receive my money back from soitron.com.

Thank you,
Sarah Aviles
85c Bakery Cafe
P: 714, 7786358
F: 714.1028215

sarah_aviles@ B5cbakerycafe.com Mo ltems

H %
MESSAGE

Betion erms

Rick Walch

(o . Y

po 25, 7. 2006 16:56

events@nopadc.com
Re: Re: meeting

Ta W Ragoch, Maros

IS & vt bus_card 626477.d0¢ (290 ¥B)

hi, can you give me a call regarding our meeting.
| might not make it.
my phone number is on the attached business card,

nopa Kitchen Bar

Rez Re: miseting - Message (Plain Text)

+ (et more apps
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This Document is protected !

Open the document in Microsoft Office.
Previewing offline is not availible for
protected documents.

If this document was downloaded
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editing” from the yellow bar above.

Once you have enabled editing. please
click "Enable content™ on the yellow bar
above.
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CONFIRMED DETECTED AMP for Endpoil

Sandboxing

MALWARE saL

100% confidence, in #CSALD1T

MEW ¥

& Add notes...

ACTIVITIES AND WEBFLOWS
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Behavioralna analyza

~ I:-l ThreatURI[D suwmitsamples Search  Threatintel - Help

Reputacia

Samplas

Sandboxing

Behavioral Indicators
url-gate-php
document-exe-dropped
HAA .' Laa? = z | antivirus-service flagped-artifact
. o MOS Ry ; wha.documsnt.uses-xor
document-network-trafic
A n tl - EX p I 0 It vha-document-usas-SIr-reverse
Hetwork Streams process-hollowang detécled
Registry Actions vha-docment-Usas-environ
meodified- o xecutabie
W ba -docment-opan

First Seen
Last Seamn
Timas Sean
SHA-258

e

g

g”j‘:‘a“i 3 rrvoscialig ol -l -ir-ues @ r-dlir
uiter U

=i document-containg vba.-macro
Extracied 36

Memory 3 i -proxy -disabded
50 AHMONY X eculi-riadwrite

Retrospektiva o -‘

AEtAOrK -Communications-hitp-post

Al inforrnation contained in this repor is confidenial and proprietary inlormason balonging solely o ThealGRID, Inc

Thits document is clent confidential and is inkended for inlemal © e usa only. The informabon contained henain is the prope
stored in a retieval Sysiem of ransmitied in any lorm of by any mi plectronic, michanical, reprographic, recording of ofhen

Threat Score Tags User

Severity ConficdEnce Download
100 100
10:0 100
i 100
100 i)
() ]
a0 0
8D ]
60 100
TO a0

Weilcome marapoch -

e .
@ Last Week -

[ 100 ] *

of ThreatGRID and may nof be copled, used or désclosed in whole or in part,

rior wrilien pemissson of ThreatGRID



Behavioralna analyza

Informace
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informaci
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Word 2867s

PE3Z executable (GUI) Intel 88384, for WS Windows
Conposite Document Flle WZ Document, Little Endlam, Os: Windows, Version 6.1, Code page:
HTHL document, UTF-8 Unicode text, with wery long Lines, with CRLF, LF line terminators
Composite Document Flle WZ Document, Little Endlan, Os: Windows, Versilon
PE32 executable (GUI) Intel B8384 Monof.Net assembly, for M Windows

Conposite Document Flle WZ Document, Little Endlan,

Microseft

Conposite Document Flle WZ Document, Little Endlan,

Word 2887s

0s: Windows,

0s: Windows,

PE32 executable (GUI) Intel BB3B6, for RS Windows

Composite Document Flle W2 Document, Little Endian,

0s: Windows,

PE32 executable (GUI) Intel BB386, for RS Windows

data

Composite
Microseft
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.;Illslc.lql. AMP for Enﬁpolnts B Anrouncerments % Support  THein B Myaccount  [E Log Oue

Dashboard Analysis ~ Outbreak Control ~  Reports  Management ~  ACCOunis ~ Search Q

Prevalence @

Windows | Mag | Linux ¥ Configure Automatic Anabysis Bl a2
B waymgyvel.exe was only exetuted on B Demo_Upatre Analyre 513 & 2007-03-22 0 20:34 UTC
B wxevevi.exe was only executed on 88 Demo_TeslaCrypt Regort 100 1z PGP 20170322 08:45:02 UTC
) s4135act_BT4a4dc was only executed on 88 Demo_TDSS Analyze KPP 20170322 0&:14:36 UTC
@ 032bedif_.eTeddT13 was only executed on B Demo_TDSS Anatyre WF 2P mi7-03-22 cenaas uTc
B vdssexe was only executed on B Dema _TDSS Repart 2001 | IRE ﬂ 20070322 08:10:59 UTC
B Tinba.exe was only executed on B Demo_Tinba \Report | 35 1 | IRE PP 2007-03-22 08:001 UTC
B c36adTbb...Dedbchad was only executed on B Demo_Tinba Analyre WP P 0170322 080501 UTC
@ pa.exe was only executed on Bl Demo_Plugx Repon 100 1| WP WP 20170322 08:07:42 UTC
E jwenjktgenwrger23 421 exe was only executed on Bl Demo_Dyre _E'ET_."""' A 1 I';:I_I-|I 2017-03-22 08:07:18 UTC
B explorer.exe was only executed on 88 Demo_TAccess Analyze ¥ &P 20070322 0806224 UTC
B 6c72dabb...2fa77105 was only executed on 88 Demo_ZAccess Analyte WE P 20170322 080555 UTC
B rundi32.exe was only executed on 8 Demo_ZAcoess Anslyre P P 20170322 080508 UTC
B InstallFlashPlayer.exe was only executed on B Demo ZAccess Analyre WP PP 2007-03-22 080514 UTC
B raccessEI0BNTIZINNNT6E095.exe was only executed on 8 Demo_ZAccess Report 100 2 P GIF| 20170322 08:05:09 UTC
B Java.eus was only eoecuted on B8 Demo_ZAccess Analyze K &P 20070322 080505 UTC
[ oddbcldl.. Sediadil was only executed on 8 Demo_ZActess Analyze WF P 20070322 020504 UTC
B 2was only executed on B Demo_SFElcar Analyre P P 20070322 08:04:08 UTC
@ 845558, 7130090 was only executed on B8 Demo_SFEicar Analyre ¥ &P 2017-03-22 080408 UTC
B 40632551.89dddbba was only execuied on 8§ Deme SFEIcar Analyre EP SP 2017-03-22 08:03:57 UTC
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cISco AM P ]CO[" I: H [j D.[J| HTS A fnnouncementss e Support P Help & My Account (= Log Out
Dashboard Analysis ~ Outbreak Control ~ Reports  Management ~  Accounts ~ Search
Endpoint IOC - Installed Endpoint IOCs @ View All Changes
Categories | All Categories + Groups | All Groups + | Keywords | All Keywords +
Search by description 0] Showing Active | Inactive | Valid | Invalid |
L. Upload
A . RIOSrRc: Active Vs |Ede | &

~ 6d2a1b03-b216-4cd8-9a%e-8827af6ebl93.inc

2017-03-22 16:35:42 UTC

@ View Changes




<?xml version="1.0" encoding="us-ascii"?>
<ioc xmlns:xsi=" " xmlns:xsd=" "
<short description>Zeus</short description>
<description>Finds Zeus variants, twexts, sdra64, ntos</description>
<keywords />
<authored by>Mandiant</authored by>
<authored date>0001-01-01T00:00:00</authored date>
<links />
<definition>
<Indicator operator="0OR" i1d="9c8df971-32a8-4ede-8a3a-c5cb2cl439ce">
<Indicator operator="AND" id="0781258f-6960-4da5-97a0-ec35fb403cac">
<IndicatorItem id="50455b63-35bf-4efa-9f06-aeba2980f80a" condition="contains">
<Context document="ProcessItem" search="ProcessItem/name" type="mir" />
<Content type="string">winlogon.exe</Content>
</IndicatorItem>
<IndicatorItem id="h05d4d9b40-0528-461f-9721-e31d5651abdc"™ condition="contains">
<Context document="Processltem" search="ProcessItem/HandleList/Handle/Type" type="mir" />
<Content type="string">File</Content>
</IndicatorItem>
<Indicator operator="OR" id="67505775-6577-43b2-bccd-74603223180a">
<IndicatorItem id="cbhaeT706f-c032-4da7-Bacd-4523fldae9f6™ condition="contains"»
<Context document="Processltem" search="Processltem/HandleList/Handle/Name" type="mir" />
<Content type="string">system32\sdra64.exe</Content>
</IndicatorItem>
<IndicatorItem id="25ff12a7-665b-4e45-8b0f-6e5ca7b95801" condition="contains">»
<Context document="ProcessItem" search="ProcesslItem/HandleList/Handle/Name" type="mir" />
<Content type="string">system32\twain 32\user.ds</Content>
</IndicatorItem>
<IndicatorItem id="feall706-%9ebe-469b-b30a-4047cfb7436b" condition="contains">
<Context document="ProcessItem" search="ProcessItem/HandleList/Handle/Type" type="mir" />
<Content type="string">\WINDOWS\system32\twext.exe</Content>
</IndicatorItem>
<IndicatorItem id="94ac9%92c-8d6d-441f-bfcd-5235f9b0%af8"™ condition="contains">»
<Context document="Processltem" search="ProcesslItem/HandlelList/Handle/Name" type="mir" />
<Content type="string">system32\twain32\local.ds</Content>

cop i o i e

id="6d2alb03-b216-4cdB-
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Futhor:  Mandant

I File Search Tools Help
- N.. Crasted Updsted Seures Mome: Zeus T R
I Zeus 00010101 00-00:00Z 2011-10-28 1328207  Mandiant

Description:

Add: AND OR [em -

Crealed: 0001-01-01 00:00:00Z
Modfied: 2011=10-28 18:28:202

Firnds Zeus wariarts, twends, sdrafd. ritos

GUID: Ed2albd3-b2lé-dodi-SaSe-282TalEabi 53

H

Frocess Hame contains winlogon.exe
Process Handle Type contains File

Ha=e
Ha=s
Tipe
Name
Hama
i ame

SORTALRE
ooRTAlng
containe
COoORTALRS
contains
coRtaing
contains

sysTe=iZi\adracd . axe
system3dhTwain 33\user.ds
AWHINDOWS, syscenil\ twext . axe
systamidiovainiiilocal . ds
systendi’ tvext . axe

systendd’ lovesc \user.ds
systandd’ lovsec’local ds

Frocess Handle Type contains Hutant

=-oR
= ARD
(=81
Precess Handle
Frocess Handle
Frocess Handle
Frocess Handls
Frocess Handle
Frocess Handle
Frocess Handle
=l AND
= o]

Frocess Handle Fame contains
Frocess Handle Hame contains _AVIRA

__SYSTEM
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Cisco FireAMP trajectory

https://youtu.be/F_b25WJSQ7U

Cisco Threatgrid sandboxing

https://youtu.be/wctsekRoUJY
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