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CISCO Self-Defending Networks (SDN)
is a CISCO concept of Security from (& 2004 ©
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SDN uses 3 priciples:

* integration

every network element is
a point of security

* collaboration
different points of
network cooperate to
identify and mitigate
threats

 adaptation

adaptations for new
threats
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SAFE is a secure architectural framework example for business networks.
Critical challenges have been deployed, tested, and validated at Cisco. These
solutions provide guidance, complete with conguration steps, to ensure
eective and secure deployments for our customers.
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The SAFE Key organizes security by using two core concepts:
Places in the Network (PINs) and Secure Domains.

PIN: THE KEY TO Sapg Secure Domains:

* Data center — * Management

* Branch ((@: — * Security intelligence

° Campus Design Guides Design Guides ° Comp“ance
Architecture Guides Operations Guides v )

* WAN v v * Segmentation

* Internet edge Capability Guide % * Threat defense

* Cloud . » Secure services

SAFE
Overview
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Cisco SysTems WHITE PAPER

SAFE:
A Security Blueprint for
Enterprise Networks

Authors
Sean Convery (CCIE #4232) and Bernie Trudel (CCIE #1884) arethe authors of this WH

lead architect for the reference implementation of this architecture at Cisco's headquar!

‘ USA. Sean and Bernie are both members of the VPN and Security Architecture Technicq
‘ Cisoo's Enterprise Line of Business

Cisco TrustSec™ 2.0:

The prindiple goal of Cisco's secure blueprint for enterprise networks (SAFE) is to prov]

information to interested parties on designing and implementing secure networks. SAFE Design and |mp|ementation Guide NetWOl’k as a SenSOF Wlth Stea|thW8tCh and

network designers considering the security requirements of their network. SAFE takeg
approach to network security design. Thistype of design focuses on the expected threa h - N f T

or ipaion, e then - heRoswel s Tl o o Bt Stealthwatch Learning Networks for Threat
resultsin a layered approach to security where the failure of one security system is not

AR R - VN L e Visibility and Defense Deployment Guide

This document begins with an overview of the architecture, then details the specific mo|
the actual network design. The first three sections of each module describe the traffic fi
expected threatswith basic mitigation diagrams. Detailed technical analysisof the desig
moredetailed threat mitigation techniquesand migration strategies. Appendix A details
SAFE and includes configuration snapshots. Appendix Bis a primer on network securi
unfamiliar with basic network security concepts are encouraged to read this section bef
document. Appendix C containsglossary definitionsof hnical termsused in thisd
for theincluded figures

Februar

This document focuses heavily on threats encountered in enterprise environments. Net
understand these threats can better decide where and how to deploy mitigation technol,
understanding of thethreatsinvolved in network security, deploymentstend to beincor
too focused on security devices, or lack threat response options. By taking the threat-m
this document should provide network designers with information for making sound n|

choices.

Current Document Version: 2.0

November 29, 2011
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Cisco Cyber Threat Defense v2.0
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SAFE Design Guide

Security Domain: Threat Defense

Use Case: Cisco Ransomware Defense
Added Advanced - Updated August 2017
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Summarizing Cisco Security Product Integration — An integrated portfolio creates value for customer!
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Most cyber attacks follow this general flow:

RECON Learn about target.
STAGE

Initial connection is made with users.

—m Use vulnerabilities to take control of device.

Install malware.

G LB ST < Communicate home.
PERSIST Spread to accomplish ultimate goal.

For example, this is the ransomware Kkill chain:

Social Sets up User clicks Call to Ransomware Command Files
media or servers and malicious malicious installed and control inaccessible
phishing exploit kit link or infrastructure encrypts files
email malvertising
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AMP Everywhere v

AMP Protection Across the Extended Network AMP
for an Integrated Threat Defense Threat Intelligence AMP for Endpoints
Cloud

»
“.
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Threat Grid syl s < et

P"on Firepower NGIPS Malware Analysis + Threat
Appliance Intelligence Engine Virtual Appliance

(AMP for Networks)

AMP on Cj AMP for Endpoints

H CentOS, Red Hat

Windows OS  Android Mobile Virtual MAC OS Linux for servers
and datacenters

AMP for Endpoints can be
launched from AnyCaonnect
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Cisco Threat Response — detekcia, investigdcia a remedidcia bezpecnostnych incidentov
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Cisco AMP dnes poskytuje Siroku vybavu na boj s malwarom.
Je tak Vasou volbou Ci sa z obete stane lovec — zelam uspesny lov!

...nasleduje ukazka P. Mesjara...
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Cyber Threat Response Lab v3.1

https://dcloud-cms.cisco.com/demo_news/cyber-threat-response-lab-v3-1

Scenario 1: HackMDs.com — Connectivity and Setup

Scenario 2: Target Reconnaissance: Gathering Information about Vulnerabilities for a Future Attack
Scenario 3: Smash and Grab: Attacking Your Public Network Services Through the Front Door

* Scenario 4: The Ransomware Scenario

* Scenario 5: Insider Threats: Moving Within to Obtain and Export Your Data

Scenario 6: Compromised Hosts: Controlling Access and Monitoring for Malicious Threats
Scenario 7: Centralized Defense

Scenario 8: Cyber Threat Response Challenge
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