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Keď sa z koristi stáva lovec…
alebo ako sa pripraviť na lov

Maroš Rajnoch, SOITRON, s.r.o., maros@soitron.com



Dôvernosť informácií:

Táto prezentácia je určená výhradne pre návštevníkov semináru

SOITRON DEFENSE 2018 (15. novembra 2018, Zochova chata)

Ako taká nesmie byť poskytovaná tretím stranám a to ani ako celok, ani žiadna jej časť. Mimo účel, na ktorý je 
určená nesmie byť rozmnožovaná a/alebo zasielaná mechanickou, fotochemickou alebo elektronickou cestou.
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CISCO Self-Defending Networks (SDN)

is a CISCO concept of Security from 👉 2004 👈
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SDN uses 3 priciples:
• integration
every network element is 
a point of security

• collaboration
different points of 
network cooperate to 
identify and mitigate 
threats

• adaptation
adaptations for new 
threats



SAFE is a secure architectural framework example for business networks. 
Critical challenges have been deployed, tested, and validated at Cisco. These 
solutions provide guidance, complete with conguration steps, to ensure 
eective and secure deployments for our customers.



zdroj: cisco.com/go/safe

The SAFE Key organizes security by using two core concepts:
Places in the Network (PINs) and Secure Domains.

PIN:
• Data center
• Branch
• Campus
• WAN
• Internet edge
• Cloud

Secure Domains:
• Management
• Security intelligence
• Compliance
• Segmentation
• Threat defense
• Secure services
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Summarizing Cisco Security Product Integration – An integrated portfolio creates value for customer!







Cisco Threat Response – detekcia, investigácia a remediácia bezpečnostných incidentov



vs.

Cisco AMP dnes poskytuje širokú výbavu na boj s malwarom.
Je tak Vašou voľbou či sa z obete stane lovec – želám úspešný lov!

...nasleduje ukážka P. Mesjara...



Cyber Threat Response Lab v3.1
https://dcloud-cms.cisco.com/demo_news/cyber-threat-response-lab-v3-1

• Scenario 1: HackMDs.com – Connectivity and Setup

• Scenario 2: Target Reconnaissance: Gathering Information about Vulnerabilities for a Future Attack

• Scenario 3: Smash and Grab: Attacking Your Public Network Services Through the Front Door

• Scenario 4: The Ransomware Scenario

• Scenario 5: Insider Threats: Moving Within to Obtain and Export Your Data

• Scenario 6: Compromised Hosts: Controlling Access and Monitoring for Malicious Threats

• Scenario 7: Centralized Defense

• Scenario 8: Cyber Threat Response Challenge




