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Co je behavioralna analyza?




Sietova telemetria

Telemetria alebo dialkové meranie alebo meranie na dialku je metdda prenosu udajov meranej veliciny

na dialku resp. technické prostriedky na takéto meranie.

Identity

AD & DNS

Global Intelligence

SOITRON™


https://sk.wikipedia.org/wiki/Meranie

Cisco Stealthwatch

Cisco Stealthwatch: nastroj na zber a agregaciu sietovej telemetrie na ucely bezpecnostnej
analyzy a monitorovania.

Global Intelligence

SOITRON™




Stealthwatch komponenty

Stealthwatch Cloud
 Hostovana v Cloude; SaaS
Public cloud (laaS) monitoring

Stealthwatch Enterprise
* On-premises zariadenia
* On-premises viditelnost a kolekcia

Stealthwatch

SOITRON™




Stealthwatch Enterprise architektura

Cognitive Analytics
* Cloud hostované analytika
N Globalna mapa rizik

/Stealthwatch Host Classifier = Stealthwatch
* Cloud hosted profiler Host
* Navrhuje klasifikaciu T

* Novinkav 7.0

Threat Intelligence
* Zname C&C servery
* TOR vstupy & vystupy

Cognitive

ANnalv

hreat
Intelligence

Cisco Security Packet Analyzer
* full packet capture
* 2 physical models

Stealthwatch Management Console
Manazment a Reporting
Az 25 Flow Collectorov
Az 6 000 000 fps na celom svete
2 fyzické a virtualne modely
Vysoka dostupnost

Stealthwatch Flow Collector
Zhromazd'uje a analyzuje flow data

* Az do 4000 exportérov

» AZdo 240,000 fps

* 4 fyzické a 3 virtualne modely

UDP Director
UDP Packet Copier
forward UDP do viacerych destinacii
* Vysoka dostupnost
3 2 fyzické a virtualne modely

4 Endpoint License Concentrator
» Zber AnyConect NVM flow dat

a preposlanie do Flow Collector
\J Virtual Appliance

- A - © \@

* Generuje IPFIX from SPAN/TAP
* 256 bytes payloadu
7.0 ETA EXPORT!!

4
Stealthwatch Flow Sensor }
*

SOITRON




Stealthwatch Cloud architektura

Native Cloud Logs
Stealthwatch Cloud Sensor(s)

Amazon Web Services
VPC Flow Logs

Google Cloud Platform

. Cloud Trail * GCP Flow Logs

. Cloud Watch e Stackdriver

*  GuardDuty * Google Compute Engine
777777 . Inspector

. IAM

. Config

Lambda

N I\N/1O D ® aYe

SOITRON™




Koncept: Host

Host Report

Alarm Categories

Concern Index Target Index Recon C&cC Exploitation DDoS Source  DDoS Target Data Hoarding Exfiltration Policy Violation Anomaly

0 0 0 0 0 0 0 0 0 T 0

Host Summary Traffic by Peer Host Group (last 12 <« Alarms by Tune (last 7 dauc) .
hours) » Akakolvek IP adresa pozorovana Flow
10.90.90.100 ) Collectorom alebo SMC zo zdrojov

B telemetrie
Fows | [ cmssty ] | oy | Stealthwar.. Urnes Sy ~+ Pre kazdého hosta, Stealthwatch

itaf:fm e o o .1 * Zhromazd'uje metaudaje

Host Groups: End User Devices, Main Campu... 10.90.90.100 : ) ° Vytvéra pI’OfI| sprévania
Main Campus Bullding 2 erve...

Location: RFC '|918l -] E:ri:i: Con... Germany® o 20 ] ¢ .

6/7 6/8 6/9 6/10  &/11 6/12 613

First Seen: DNS Server...
Cisco ISE CSE: Employees to Management Desktops (TrustSec)
Last Seen: 6/13/18 10:19 PM @ CSE: Employees to Canada
CSE: PCI Servers using Insecure TLS Version
Policies: Client IP Policy,Inside Suspect Long Flow @ Policy Violation
MAC Address: 00:50:56:b6:6d:c3 (VMware, Inc.) Deselect All  Select All

ISE ANC Policy: -~ Edit
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5 Enterprise

B gp SMC
“ ( StealthWatch Labs Inteligence Center

Koncept: Host Groups

@
= ¥ Holysmokes
= 4 Host Groups
= P Inside Hosts
~ %P Catch Al
- %P Blackhole
B ‘{B By Application
B ‘{D By Function
= %p Client IP Ranges (DHCP Range)
= ¥P Trusted Users
%P Remote VPN IP Pool
%P Trusted Wireless
%P VDI Users
= P Untrusted Users
%P Guest Wireless Networks
- %p oMz
%P Load Balancer VIPs
%P NAT Gateway
’{B Network Scanners
& %P Other
= %P Proxies
%P Proxies - Inside
: *‘D Proxies - Outside
[+ ’{D Servers
& 4 VoIP
i %P By Location
= @, Outside Hosts

2
Fololo
:

2
g
g
3

Atd.

setky moje platobné terminaly su
Moje HQ je 10.0.0.0/8

Host Group
Id: &1

Marne: ILah SErvers

Ranges

Import Ranges. .. |

I3
v
e target: [

r

Revert |

Host nemdze byt sicasne Inside a Outside

0K, Caneel
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Zakladne flow data

Stealthwatch vyzaduje urcité polia na vytvorenie zaznamu

ﬁvinné polia:

Source IP Address

* Source Port S e S
 Destination IP Address Dalsie polia su meta udaje,

e Destination Port ktoré umOZnia rozéfrenl]
* |P Protocol analytiku

* Byte count

* Packet count

e Start time (first switched)

* End time (last switched)
klnput Interface (recommended) J

SOITRON™



Zakladny flow zaznam

= Duration = Search Subject = Port = Traffic Summary l + Port = Peer

Start: 05/29 - 12:19:18 PM ﬁ 10.10.18.102 4866/TCP 11.49KB | 285 packets BOTCP 216.191.247.145

. RFC 1918 - | — [+l Canada
crl.entrust.net

End: 05/29 - 12:20:58 PM

Duration: 1m 40s employea

00:50:56:b4 3f:af

HTTP
f—
1.62ME | 1.15K packets

Flow Detailed Summary: 10.10.18.102

Search Subject Details Totals Peer Details
Packets: 285 Packets: 1.44K Packets: 1.15K
Packet Rate: 2.85pps Packet Rate: 14.37pps Packet Rate: 11.52pps
Bytes: 11.49KE Bytes: 1.63MB Bytes: 1.62MB

Byte Rate: 117.69bps Byte Rate: 17.11Kbps Byte Rate: 16.99Kbps
Percent Transfer: Search Subject/Peer Percent Transfer:
0.6879458949171267% Ratio: 0.01 99.31205410508288%
Host Groups: Desktops TCP Connections: 2 Host Groups: Canada
TrustSec 1D: 100 RTT: 2ms Payload: 200 QK
TrustSec Name: Employees SRT: 498ms TrustSec ID: 0
Payload: GET http:ficrl.entrust.net TrustSec Name: Unknown
12048¢ca.crl

SOITRON™




Spracovanie telemetrie: deduplikacia flow dat

A

10.2.2.2

port 1024 10.1.1.1

port 80

Start Time Bytes Sent
10:20:12.221 eth0/1 10.2.2.2 1024 10.1.1.1 80 TCP 5 1025 100 1010
10:20:12.871 eth0/2 10.1.1.1 80 10.2.2.2 1024 TCP 17 28712 1010 100

Start Time Client IP Client Server IP Server Proto Client Server Server Pkts  Client Server SGT Interfaces
Port Port Bytes Bytes SGT

10:20:12.221 10.2.2.2

1024 10.1.1.1 80

TCP 1025 5 28712 17 100 1010 eth0/1
eth0/2

SOITRON™



End to end viditel'nost =

10.2.2.2
port 1024 10.1.1.1
port 80
10:20:12.221 10.2.2.2 1024 10.1.1.1 80 TCP 1025 5 28712 17 HTTP | 100 1010 Swi, ethO, in
Swi, ethl, out
Sw2, ethO, in

Sw2, ethl, out

ASA, ethl, in

ASA, eth0, out, Permitted
ASA ethO, in, Permitted
ASA, ethl, out

Sw3, ethl, in

Sw3, ethO0, out

Swi, ethl, in

Sw1, ethO, out

SOITRON™




Rozsireny flow zaznam

Start 0110 - 02:18:15 PM aiz] 102013140 53455/ TCP 16.57KB | 321 packats BNTCP BO10B.ET 143
End: 01/10 - 02:18:20 PM =i B RFC 1918 — _D_ i Russian Federation
Duration- 5s =Mt on cp117.agava.nat
Vigd Details HTTP
d—
B72.7TKE | 541 packets
Flow Detailed Summary: 10.201.3.149
Search Subject Detalls Totals Peer Details
Packets: 321 Packeis: 862 Fackats: 541
Facket Rate: 64 2pps Packet Rate: 172 4pps Fackat Rate: 108 2pos
Bytes: 16.57HB Bytes: G89.34KB Bytes: GT2.7THB

Byie Rate: 3.38Kbps
nt Transfer: 2.4%

Byte Fate: 141.18Kbps
Search SubjectiPaar

Byile Rate: 137.TBKDbps
Pearcant Transfer: 87

: Aflanta, Sales and Ratio: 0.02 Host Groups: ian
Marketing, Deskions TCP Caonneclions: 1 Federation, Gumblar
Payload: GET htip:ifallstadiums . n RTT: 166ms Fayload: 200 0K
{parfumin'/config.bin SRT: 78Tms

Cloza
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Learning Engine

Learning ﬁ Alarm
Engine

SOITRON™



Jednoduchy priklad Security Eventu: ICMP_ECHO_REQUEST

ICMP echo request = 1 bod - '
______________ -
¥
"\.\

Pondelok Utorok Streda Stvrtok
ICMP Points: ICMP Points: ICMP Points: ICMP Points:
Dnes: 10 e Dnes: 20 e Dnes: 15 e Dnes: 1000

30-dnovy model: 10 * 30-dnovy model: 15 * 30-dnovy model: 15 *  30-dnovy model: 15

Splnena podmienka na
algoritmus anomalie

Poznamka 1: Anomalia vyzaduje 7 dni dat
Poznamka 2: Model je trochu zlozitejSi ako normalna krivka.

SOITRON™




Stealthwatch ,0On-Box” generovanie alarmov

Splnena podmienka:

Concern Index Points:
Dnes
30 dnovy priemer

SE a Points:
* Dnes
» 30 dnovy priemer

SE b Points: Target Index Points: AlE
* Dnes Dnes
: %dﬁovy priemer « 30 dnovy priemer

Alarm Category x Points:
Dnes
30 dnovy priemer

SE n Points:
* Dnes
* 30 dnovy priemer

SOITRON™



Stanovenie priorit alarmov

Priorita A: ZavaZnost Critical
* Dobre vyladené, nizky pocet

* Nizky pocet false positive

Okamzite vyuzitelné

Priorita B: ZavaZnosti Major

» Zaujimavé, vyladené, monitorované,
dokumentované

» Zdroj informacii, skér nez akcie

http://b2bcontact.com/cisco-stealthwatch/tiered alarms

SOITRON™



http://b2bcontact.com/cisco-stealthwatch/tiered_alarms

Priklad algoritmu: Data Hoarding

SOITRON™



Umiesthenie enginov

weblogs

Zdroje Telemetrie

NetFlow & \f\) 10'¢
IPFIX

SOITRON™



Priklad triedenia incidentov pre Stealthwatch toky

CONFIRMED INCIDENTS

anomaly detection + global feature cache + I0OCs

ad injector

anonymization software
banking trojan

click fraud

cryptocurrency miner
exfiltration

exploit kit

information stealer

malicious advertising
malicious content distribution
malware distribution

maney scam

PUA

ransomware

scareware

spam botnet

spam tracking

trojan

DETECTED INCIDENTS

risk

cryptowall

ramnit

sality

botnet

c&c

SMB service discovery
DNS sinkhole
suspicious file download

ICMP burst

unexpected DNS usage
SSH cracking

torrent

09086

excessive communication
vulnerability scanning tool
© phishing

® TOR

0 O
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Encrypted Traffic Analytics

HTTPS

HTTPS

| ﬁ \/e) ﬂ -
Catalyst Flow
9000 Collector

M’\/- SOITRON'




Par myslienok na zaver

Lokalna behavioralna analytika dnes uz nestaci

Stealthwatch ponuka “best of both worlds”:
* On premise nesupervizovany behavioralny system Stealthwatch Enterprise
* Cloud supervizovany detekény mechanizmus Cognitive(Netflow aj Proxy logy)

Cisco Stealthwatch a Cisco Stealthwatch Cloud kombinacia: idealne pre hybridnych
zakaznikov

Trendy v enkrypcii dokazuju potrebu rieSenia ako ETA

SOITRON™







