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AGENDA

«  Uvod do SD LAN 15 minut
. Predstaveni Cisco SD LAN 45 minut
e Zavér Otazky a odpovédi 10 minut

* Mikrofony jsou po dobu prezentace vypnuté (Mute) e

* Dotazy muzete pokladat v pribéhu prezentace pomoci Q & A
(otazky a odpovédi)

* Na zavér bude diskuze
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Uvod do SD LAN




SD LAN-ivod

 Segmentace & Bezpecnost
 Komplexnost zmén & Automatizace

* Visibilita & Troubleshooting
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SDA - Software Defined Access

DNA Center

P ¥ o

SDA (Software Defined Access), ktera je Policy Automatio _ Analytic
soucasti koncepce DNA (Digital Network
Architekture), vyuziva sadu vlastnosti
pro zajisténi end-to-end segmentace
sité a automatizované politiky pro -
pristup uzivateli dosité v ramci
jednoho prostredi (LAN / WAN).

ReSeni SDA umoznuje nastaveni

pristupu jakémukoliv uzivateli, nebo IP
zartizeni k jakymkoliv aplikacim v siti pfi N
dodrzenivsech bezpecnostnich politik. >

Policy stays with
user
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DIGITALNi TRANSFORMACESITE

Tradicni sit

Powered by
Cisco DNA™

Nova sit, zaloZzena na SDA

I Hardware Software fizena
I Manualni zmény Automatizovana
I Ostrovy bezpeénosti Bezpeénost pfirozenou soucasti

Sitova data Obchodniinformace
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MYTY O SDA

SDA je pouze pro lokalni sité LAN v jedné lokalité

SDA (Cisco DNAC) vyzaduje min. 3x vykonné servery

SDA je priliS drahé reseni

Instalace SDA / DNAC zabere mnoho tydnu

vav v

O000G@
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Segmentace
a bezpecnost sité
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SEGMENTACE SITE

* Bezpecnost komunikace

* Role v siti pro jednotlivé aplikace / sluzby

* Prace s identitou

* Centralni fizeni / implementace / zmény

|
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SEGMENTACE LEGACY vs. SDN

—

L

Fyzicka topologie
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Logicka topologie

Makrosegmentace pomoci VN

AN




MAKRO a MIKROSEGMENTACE

SOITRON®

Makrosegmentace pomoci VN

N
i g
R
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Mikrosegmentace




Automatizace
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KONFIGURACNI ZMENY V SiTl: DRIVE CAMPUS LAN, NYNIi - SDA

Tradicnisit Nova sit, zaloZzena na SDA

. Zkonfigurovat veSkera zarizeni . Nastaveni parametru
. Vymyslet konfiguraci . Aplikace na vybrané zarizeniv konkrétni
. Prinlasit se a zkonfigurovat kazdé zarizeni lokalite
. Hledanichyby ® ) Snadnezmeny
m Oreup 4
‘ Drag policy L
Aps to apply ; ; o
SOITRON® 1\ KQQ\_




DNA Center




CISCO DNA - ARCHITEKTURA RESENI

DNA Center™
Policy ‘ Design
Provision ‘ Assurance
o
Automation software module 0110100 r| a Cisco® Identity Services Engine
0001101 g s a®g =3 Y =T
0110100 :
Assurance software module 0001101

1

Cisco DNA™ ready hardware _J

Wireless LAN
controller
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DNACenter - 1) Design

Automation

» Global settings  Virtual networks « Fabric domains . Issufes and trends
» Site profiles J : : * Performance
Site profiles Access control . Device on-boarding o ‘
» User access * Application control . Device inventory roactive '
troubleshooting

g, installation and migration

and predictive network, client and application assurance




UVOD K DESIGNU- Network Hierarchy

* Geo lokace, budovy, patra, mapové podklady

Cisco DESIGN  POLICY | PROVISION  ASSURANGE  PLATFORM
Network Hierarchy '
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Cisco DNA C DESIGN poLicy PROVISION ASSURANCE PLATFORM
n oil's Network Hierarchy Network Settings v Image Repository ork Profile
Tamebazeg . Add .
e, = O "
Cisco DNA Ce DESIGN  POLICY PROVISION ASSURANCE PLATFORM
Network Hierarchy ~ Network Settings v ork Profiles
= 24GHzESGHz Edit  Dat Option
% Global
Bratislava Plynarenska / Main Building / BA_PLY_MAIN_2NP
Gl sl om 10m 0 m m 0 m 0 m

& Bratislave Galvaniho
% Bratislava Plynarenska
2 Main Building
€3 BA_PLY_MAIN_INP
&5 BA_PLY_MAIN_2NP 5
£2 BA_PLY_MAIN_3NP
£3 BA_PLY_MAIN_iNP
EE Train
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& Liberec
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UVOD K DESIGNU- Network Settings

* AAA, DHCP, DNS, NTP, Syslog, SNMP, Credentials - zakladni sitové nastaveni
* |P Address Pools - sprava IP adres na jednom misté
*  Wireless - SSID, ovérovani, pristup pro hosty ...
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Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM 9 Q l
Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM l
Network Hie Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM 9 Q
Network Hierar|
—
=Q Find Hiera q Network Hierarchy Network Settings v Image Repository Network Profiles Authentication Template
I
~ & Global - @ Global  |zQ  Find Hierarch
> & Banska D Network Name (SSID) = Security Wireless Profiles
> & Bans « & Global
> & Bratisla:
> & Bratid > & Banska Bystrica D soidev wpa2_personal Soitron WP
- & Bratislan
> Bratig i > Bratislava Galvaniho
& ~ [ Main & sl vant | soimob wpa2_enterprise Soitron WP
& Kosic = > ¢ Bratislava Plynarenska
. - D soisys wpa2_enterprise Soitron WP
& Liber =Y & Kosice
£ gl & Liberec
% Ostra| ! D soiusr wpa2_enterprise Soitron WP
= B & Ostrava
+ ¢ Prahd B
> ETrainl & Praha Showing 4 of 4
> @@ S '
& (s + @ 1 Office
ERlE 5 i £3 CZ_PRG_OFFICE Guest Wireless
& Ostrava
£ CZ_PRG_SKLEP
> & Praha
P & Sofia Y/ Filter
N Network Name (SSID) = Security Wireless Profiles Portal Type Portal Name
soitron guest web_auth Soitron WP Hotspot SOITRONSDA
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UVOD K DESIGNU - Pfiprava sitového zafizeni

* Imagerepositories (jednotny managment SW)
* Sitové profily a jejich aplikace pro jednotlivé lokality

> & Banska Bystrica

> & Bratislava Galvaniho

& Bratislava Plynarenska

~ [ Main Building
#2 BA_PLY_MAIN_TNP
#3 BA_PLY_MAIN_2NP
#3 BA_PLY_MAIN_3NP
#3 BA_PLY_MAIN_4NP

> [ Train

& Kosice

& Liberec

& Ostrava

« & Praha

-« [# S1 Office
£ CZ_PRG_OFFICE

£3 CZ_PRG_SKLEP

Cisco DNA Center DESIGN pPoOLICY PROVISION ASSURANCE
—
' Cisco DNA Center DESIGN
Network Hierarchy Network|
—
=2 Network Hierarchy Network Settings v
~ & Global

Profile Name =

BA-HQ-PLYNARENSKA-BORDER-ROUTERs

BB-BO-BORDER-ROUTERs

Saitron WP

PLATFORM

Authentication Template

Type
switchi
switchi

Wireles;

Showing 3

Add Sites to Profile

zq Choosea

- & [] Global (8)
> & [] Banska Bystrica (1)
> & [] Bratislava Galvaniho (1)
v & Bratislava Plynarenska (2)
~ [ [~] Main Building (4)
2 [7] BA_PLY_MAIN_1NP
3 [] BA_PLY_MAIN_2NP
£3 [] BA_PLY_MAIN_3NP
£2 [] BA_PLY_MAIN_4NP
| Train (1)
2 [] BA_PLY_TRAIN_TNP
& D Kosice
& D Liberec
& D Ostrava
& [ Praha (1)
& D Sofia
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DNA Center - 2) Policies & TrustSec

Automation

» Global settings o\ | networl s Eabricidomalne * |ssues and trends

. i | e ACCeSS control > " . rf
Site profiles * Device on-boarding . E?oa%rtmznce

S - e * Devles:inveniony troubleshooting

Planni jration
Proactive kK, client and application assurance




UVOD K TRUSTSEC A SEGMENTACI

Policy ‘
Provision @

3) Sbér dat pro Assurance (DNAC) 3 ; o o g sl e T o=
probiha z edge prvkl (prepinace) a k o . . I B =
ISE

1) DNAC konflgu ru'le ISE a pfepfnaée Switch Router Wi.re;ess LA-N Access

controller point

DNA Center™

Design

‘ Assurance

2) PC Client se pripoji na edge T
prvek (prepinac), ktery komunikuje J
napfimo s ISE

SOITRON" (g@;




MAKRO/ MIKROSEGMENTACE & TRUSTSEC

[ .
.f{.;\\ %—< /:./m:\\
B |
/"/ T
I \
a 6 a
s | [ 2rs
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* Makrosegmentace pomoci VN * Mikrosegmentace
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SEGMENTACE SITEV SDA

Create or Modify Virtual Network by selecting Available Scalable Groups.

Available Scalable Groups

=Q

AC

ACI_Ap
pServer

Contract
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Guest

ACI_We
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Develop
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HVAC
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Point
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Doctor
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DNA Center - 3) Provision

Automation

+ Global settings « \irtual networks y \bric domail * Issues and trends
« Site profiles » Access control e bl R + Performance
« User access « Application control NS BoE ey * Proactive

troubleshooting
Planning, installation and mi ’
Proactive and predictive netwo n assurance
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UVOD K PROVISIONING

Vybudovaniinventory

Zarazeniprvku do "underlay sité" jako podkladové vrstvy

Cisco DNA Center DESIGN poLICY PROVISION ASSURANCE PLATFORM 9 Q &
Cisco DNA Center DESIGN PoLICY PROVISION ASSURANCE PLATFORM
Devices v Fabric Services Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM
. . Devices v Fabric Services
SD-Access Fabrics and Transit/Peer Networks —
. ) . o ) e All Fabrics > SK FABRIC
Choose a Fabric of Transit/Peer Network below to manage, or add a new item by clicking ‘Add Fabric or Transit/Peer Networ| Fak  |hventory SK FABRIC
Plug and Play
Fabrics @

v & SK FABRIC

~ &Banska Bystrica £ o3

: uly

Bratislava Plynarenska

~ &Brauslava Plynarenska
Default LAN Fabric

SK FABRIC

CB CB
I BA-P-SW-SDA-CO

BA-V-SW-SDA-CO
RE1.soitron.as RE1.soitron.as

Transit/Peer Networks @

SOITRON"




PROVISION - Priprava sitového zafizeni

* Image repositories (jednotny managment SW)
* Host Onboarding - Authentication Template, Virtual Networks, Wireless SSID‘s, Port Assignment

SOITRON"
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21 Unified AP
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4 Unified AP
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DNA Center - 4) Assurance

Automation

4 @ \‘ 2\

d trends

» Global settings * Virtual networks » Fabric domains
« Site profiles « Access control . elilifzlnizs

* Application control 2 Pt Il
* User access PP « Device inventory

Planning, installation and migration

Proactive and predictive network, client and application
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UVOD K ASSURANCE

e Co budeme ukazovat?

Cisco DNA Center DESIGN POLICY PROVISION ASSURANCE PLATFORM ® Q o
—_—
Dashboards v Trends And Insights v Manage v
Location: Global =m
A \ ° ankf .‘ * .
Luxembourg . . Czechia y A 8
M . Lo
. ' ' o X @ Healthy Network Devices 240% and Healthy
. . . @ Heatthy Network Devices <40% or Healthy Clients <40%
. ® NoData
Network Devices Wired Clients
LATEST 97% Heaiy @) TOTAL: 30 LATEST 99% sestny @) CONNECTED: 106
Ne Devices 22 212 mn 5
]
0%
| .
o p
v > > > =8 Wireless Clients
> 5.7 bl > P =
Router Core Distribution Access Wireless Access Point
ises _ 864..
Controller LATEST %o reatny @) ACTIVE: 56
WWWWVWWMW
0% 0%
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UVOD K ASSURANCE

* Network health, client health, insights
* Client health
* Insights

Cisca DENGN  BOLCY  BROVINGN  ASSURANCE  BLATRORW o Cisco

Dashboarss

Network Health | ) . Client Health

Cisco DNA Cente DESIGN PoLICY PROVISION ASSURANCE PLATFORM

Dashboards v Trends And Insights v~ Manage

N o » map

i >

SUMMARY

APs with more: than daily average 50 ¢

0 APS with zero client per radio 0 et racko
2021 was the busiest day e S Lk

Is this heatmap helpful?

s 05 e 12 e 12 e 26

WBA-PLY-P-APOS Zcwants
WEA-PLY-P-APOS of 2chents
WBA-PLY-P-AP1S
WBA-PLY-P-APOS
WBA-PLY-P-APO7
WEA-PLY-P-APO4
WEA-PLY-V-APOZ
WaA-PLY-P-AP20

WBA-PLY-P-APDS 5GHz
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UVOD K ASSURANCE

 Openlssues

Cisco DNA Center DESIGN PoOLICY PROVISION ASSURANCE PLATFORM 9 Q o S
—
Dashboards ~ Trends And Insights v Manage v
Open Issues Global > T 7 Days: Apr 19, 6:00 pm — Apr 26, 6:00 pm
lost Impacted Areas Bratislava Plynar...
[folesue e 2P3 2 Open
6:00p 6:00p
P1 E
L
PIE P | |
T T T T T T T T T T T T T T T T T T T T T T T T T T T T T
&p 4120 6a 12p 6p a1 8a 12p &p 422 8a 12p &p 4123 6a 12p p 4124 6a 12p &p 4028 8a 12p &p 4126 6a 12p 6p 0
[Total Open: 2
All P1: O 0 P3: 2 Pa: 0 Al-Driven: 0
Y Filter i Export
Priority ~ Issue Type Device Role Category Issue Count Site Count (Area) Device Count Last Occu
P3 Ri » High Utilization (& ACCESS POINT Utilization 1 1 1 Apr 24, 2021 3:20 pm
P3 AP Coverage Hole ACCESS POINT Availability 1 1 1 Apr 23, 2021 4:01 pm
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Zboreni mytu / SDA
V praxi




MYTY O SDA - ROZPTYLENI OBAV #1

SOITRON"

SDA je pouze pro lokalni sité LAN v jedné lokalité

SD-A ith fabric start at
SD-Access without fabric CC?SS.WI . SDMiC Start
distribution layer

-

(@

=
Distribution

, —
\

i ]

i ]

: ] Inline

! 1L tagging

1 : with no

B Access (P ¢ | fobric

I ]

\ ]

N mmmmmm— e -

(

Model: Cisco DNA Center templates for
traditional GBAC (TrustSec) configuration.

- ——— -

i
S ! Fabric
Distribution 4 H Edge

11

Model: Layer-2 access with Cat9K as Policy
Extended Node (PEN). SDA fabric from
distribution layer.

SD-Access with fabric start at

access layer

Distribution

-———— -

m Fabric
]
S— o) e
~ ,‘

Model: Macro and micro-segmentation
with Fabric and routed access.

Use case: Smaller deployments with
segmentation benefits (mid-market or
branches)

Use case: Retain your L2 access policies

Use case: Full routed access with
benefits of the fabric




MYTY O SDA - ROZPTYLENI OBAV #2

SDA (Cisco DNAC) vyzaduje min. 3x vykonné servery

...requires 3 appliances

Does not require 3 appliances for regular functionality (this is not ACI)

G 4

Full redundancy does require Less than 5% of all The number of
3 appliances, Prime installs have appliances your customer
as do almost all SD network full redundancy will require depends on the
controllers size of the network

Important note on redundancy
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MYTY O SDA - ROZPTYLENI OBAV #3
SDA je prilis drahé reseni

Cisco DNA Center Appliance Offer:
A-La-Carte Options NEW

Cumulative F¥21 Purchase DNA Center Appliance priced

of $5q.000-‘$}'4.999 (USD net at 50% off of standard list price
price) in Eligiole DNA (standard partner discounts apply)
Subscriptions

DNA Center
\ * Cumulative F¥21 Purchase DNA Center Appliance priced
\ Offers Of $75,000-$99,999 (USD net at 75% off of standard list price
/

e L (standard partner discounts apply)
Cumulative F¥21 Purchase : :
: DMA Center liance priced
e, Premier and Essentials Of $100,000 {USD net price) at 100% off :‘::Psit,andardl::ist price

or More in Eligible DNA N
40 for st of al eligible SKUs and T&Cs) Subscriptions (standard partner discounts apply)

SOITRON" KSUQ\_

/  Min Purchase Subscriptions
Required




MYTY O SDA - ROZPTYLENI OBAV #4

o Instalace SDA/DNAC zabere mnoho tydnu
...takes weeks to set up

—

Typical DNA Center Small DNA Center New “DNAC Time
deployments can be deployments can be done in to Value” focus is

done in 2 days a single day bringing this even lower
(200-400 devices) (50-200 devices)
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MYTY O SDA - ROZPTYLENI OBAV #5

Jsou podporovany jen nejvykonnéjsirady prepinacu

Prepinace Smeérovace WiFi

CISCO® Catalyst® 9400 Series

Cisco Catalyst
9300/9200 Series

AIR-CT5520

i prm—

AIR-CT3504

L

Wave 2 APs (1800, 2800,

4450 ISR 3800, a}eoo 9100)
== 1
Cisco Catalyst 3850 and 3650 Series CSR 1000V Wave 1 APs (1700, 2700, 3700)
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Anketa -
vyhodnoceni




CO DODAT... * Co ziskame prechodem na SDx?

O ¢em budeme mluvit priste?




SDDC
4. webinar * Powered by Cisco ACI
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